Accu-Med Application Service Provider Privacy & Security

Policies

Access

Accu-Med applications feature user configurable and user maintained role-based
security options. Security features limit access to specific areas of the
applications so employees access only those areas of the application to which
they have rights. View only access is an option for many areas. Automatic logoffs
may be set to user defined durations.

Authorization

Authorization is via user name and password from workstations and remote
devices. Passwords may be set to expire at user defined intervals. Data delivered
to the application via HL7 must be done through a user-configurable portal that
restricts inbound and outbound access to user-authorized sources

Authentication

All entries are date and time stamped as they are written to the database and user
is identified. Data delivered to the application via HL7 must be pass through a
user-configurable portal that restricts inbound and outbound access to user-
authorized sources.

Audit

Access to resident data is logged by user. Audit logging is configurable and
reporting tools are provided to track user access to resident information.
Auditing is available by user or by resident.

Secondary Uses
of Data

Aggregated MDS data used for facility and multi-facility performance
measurement and comparison purposes may be de-identified and used for
research purposes by Accu-Med Services.

Data Ownership

Client maintains ownership of data.




